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  1.    Introduction 

  
This policy sets out the UK Duchenne Muscular Dystrophy Registry (The Registry) 
rules and procedures relating to information security and all staff’s responsibilities 
with regard to information security.  
  
The implementation of strict guidelines as to security is a matter of great importance to 
achieve legal compliance with the rights of the data subjects.  Such guidelines must be 
recognised by staff at all levels that must ensure they are applied at all times. They must 
also be supported by the Directors of Action Duchenne who will take responsibility for their 
implementation and continued adherence. 

  

The Management Team of Action Duchenne will be responsible for monitoring compliance 
with this Security policy and for reporting quarterly to the Action Duchenne Board. 

  
This document should be read in conjunction with other national UK Laws; 

   

• Data Protection Act 1998 
• General Data Protection Regulation 2018 
• Computer Misuse Act 1990 

  

2.    Policy Statement 
  
It is the policy of Action Duchenne to ensure that all information systems operated are 
secure systems, which comply with the requirements of the Data Protection Act, General 
Data Protection Regulation (GDPR) and the Computer Misuse Act.  Action Duchenne will 
ensure that their entire staff are fully aware of the need to maintain secure systems. They 
must fully understand their responsibilities as outlined in this policy document. 

  
2.1.   Line managers will be responsible for ensuring that their staff are aware of these 

procedures and their contents. They will also ensure that their staff abide by them. 
  
2.2    Every employee will be expected to agree a specific confidentiality agreement as a 

condition of working with the Registry 
  
2.2.   Failure by any employee of Action Duchenne to abide by the contents of this 

policy and the confidentiality agreement will be viewed as a serious matter and 
will result in disciplinary action by Action Duchenne. 

  
2.3    Responsibility for Data Confidentiality and Integrity for the various dedicated 

information systems lies with the Data Administrator for the Data Protection 
Act and GDPR and Application Security as follows: 

  

  
Organisation                        Responsibility      

  

Action Duchenne Ltd        Data Protection Act and Application Security 

Nvisage Ltd                         Physical and System Security 
 



3.    Guidelines 
 3.1    General 
  
Security is not just a matter of restricting unauthorised access to information; it is 
also a question of ensuring that the confidentiality, integrity and availability of the 
data is kept secure. 

  

3.2    Physical Security 

  
Access to data held on the Registry’s information systems can be minimised by restricting 
physical access to the System. The computer on which the Registry runs is sited in a 
secure data centre. This data centre features resilient infrastructure, including multiple 
levels of 24/7 security, stable high-capacity power supplies, redundant storage, multiple 
peering arrangements, fire protection, on-site support and environmental controls. The 
service is managed via secure internet connections, with physical as well as software 
security enabling access to only authorised personnel.  It is password protected and has a 
firewall.  The service is managed and supplied by Nvisage Ltd and their authorised 
partners on behalf of Action Duchenne Ltd.  The Registry is regularly backed up to prevent 
loss of data. 
  
Where information is kept in offices access to buildings must be restricted. Such 
restrictions include making sure security doors are closed properly and that entry codes 
are changed regularly. 

  
Doors and windows must be secured at all times when the office is left unattended. 

3.3    Computer Security 

  
Action Duchenne has legal responsibilities under the Data Protection Act, GDPR and the 
Computer Misuse Act to ensure that unauthorised access to the Registry data is not 
allowed and also that data is accurate and kept up to date. Such restrictions apply not 
only to people outside the organisation but may also apply to those in the organisation 
whose work does not necessitate access to the data.  All staff must abide by the rules of 
the Data Protection Act, GDPR and the Computer Misuse Act. 

  
A computer should never be left unattended when it is logged on to the 
Registry.  Whenever a user moves away from your workstation the user should ensure 
that the user logs off or locks the workstation.  If the user is not able to lock their 
workstation then the user must ensure that a screensaver is set and is password 
protected. 

  
The user must always ensure when leaving the user’s place of work to log off 
and close down your workstation correctly. 

3.4    Passwords 

  
In all cases any passwords given to a user personally are for the user’s use only. 
Passwords should not be written down or given to others to use under any 
circumstances. 

  



Passwords should be a minimum of 6 characters and should be a combination of 
letters and numbers. Passwords must be changed every 90 days. 

  
If a user suspects someone else may have detected the user’s password, or the user 
suspects someone else is using it, the user must change the user’s password 
immediately and advise the members of the Action Duchenne Management Team. 
  

3.5    Backups 

  
Cloud software is used to provide redundancy and continuation of business operations in 
case of hardware failure.  Twenty days of historical backups kept.  (See Appendix 3: Nvisage 
Ltd Security Procedures) 

3.6  Disaster Recovery 

  
Daily full server backups for disaster recovery.  (See Appendix 3: Nvisage Ltd Security 
Procedures) 
  

3.7    Data Access 

  
It is the policy of Action Duchenne to keep all of their data in a secure manner and to 
only allow authorised access to files to those who require the data as part of their 
normal duties.   Employees of Action Duchenne will be responsible for managing any 
subject access requests in accordance with Action Duchenne`s Data Protection 
Policy. 

  

 

3.8    Viruses 

  
It is the responsibility of Nvisage Ltd to protect the Registry from viruses.  All files received 
on disc from outside and all files Action Duchenne via electronic mail must be checked 
for viruses before being used.   

3.9   Manual Information Security  

A “clear desk policy” should be operated throughout Action Duchenne.  All manual files 
and paper records should be locked away before leaving the office wherever possible. 

  
All confidential information shall be held securely in locked containers, lockers, drawers 
and filing cabinets to prevent unauthorised access. 

3.10   Removal of Data from Offices of Action Duchenne 

  
No sensitive personal data can be removed from the premises by Action Duchenne 
or any employee of Action Duchenne. Access to sensitive personal data by an 
approved researcher or by an approved health professional will be governed by the 
conditions imposed by the Steering Committee and by Action Duchenne’s terms of 
use. 



3.11   Incident Reporting 

  
Any breaches of security, however minor, must be reported to the Registry Manager, who 
must then report it to the Board of Action Duchenne. 

 

  

4.    Responsibilities of Users 
  
Each individual must ensure that as far as is possible no unauthorised person has access 
to any data held in the Registry. Each person must ensure that any physical security 
measures are properly used. 

  
Individuals must not deliberately or negligently corrupt, damage or destroy data, 
software or hardware belonging to Action Duchenne.  This includes the spreading of 
viruses or other similar computer programmes. 

  
Individuals will be given access passwords to certain computer systems. These must not 
be disclosed to other members of staff. They should not be written down and they should 
be changed regularly. 

  
Each user should never leave their computer unattended when it is logged on.  Whenever 
the user moves away from their workstation the user must ensure that the user logs off or 
locks their workstation.  If the user is not able to lock their workstation then the user must 
ensure that a screensaver is set to a time of 5 minutes and is password protected. 

  
Workstations left unattended for any length of time should be logged out or locked.  If 
the user is not able to lock their workstation the user must ensure that a screensaver is 
set to a time of 5 minutes and is password protected. 

  

5.    Responsibilities of Directors 
  
Directors of Action Duchenne Ltd must give their full backing to all the guidelines and 
procedures as set out and agreed in this document. The Guidelines and procedures will 
be approved by a Resolution of the Board of Action Duchenne. 

  
Action Duchenne Ltd must maintain records of users of the Registry application and control 
their access to it by the granting of access privileges, passwords etc. 
  

They must:  

• Check the user has authorisation to use the service 
• Check the level of access is appropriate for the business purpose and is 

consistent with this security policy 
• Maintain a formal record of all registered users. 
• Immediately remove access rights of users who have left Action Duchenne or the 

Registry. 
• Periodically check for and remove redundant user’s accounts from the system 
• Ensure redundant user accounts are not re-issued to new users 

  



Where users do not have sufficient knowledge to be able to use the Registry efficiently 
and securely Action Duchenne Ltd must ensure that appropriate training is arranged 
before allowing them access to the Registry. 

 

  
Managers must also take responsibility to ensure: 

  
• All users receive a briefing on the Data Protection Act, GDPR and all the 

policies of Action Duchenne as to the management of the Registry as part 
of their induction programme when joining the organisation. 

• All users are aware of the strict confidentiality of the information to which they will 
have access and have signed an appropriate confidentiality agreement. 

• Users use the information in an appropriate manner at all times and the use is 
restricted to the purpose for which access is sought. 

  

6.    Controls 
  
It is up to all staff that have responsibility for others within Action Duchenne to 
ensure that these individuals adhere to these procedures. 

  
Action Duchenne will be responsible for monitoring systems under their control for signs of: 

  

  
•  Illegal or unauthorised software having been loaded 
•  Password misuse 
•  Unauthorised access 

  

  
All breaches of security of The Register will be reported to Action Duchenne Management 
Team and be used as the basis of a disciplinary action.  

  
  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  



  

Appendix 1: Data Protection Act and GDPR 
  
1.   Action Duchenne Ltd is currently registered under the Data Protection Act 1998 
and GDPR 2018. Staff must be aware of their responsibilities under these Acts. 

  
1.1.   The Acts outline how data should be obtained, stored, maintained and disposed 
of. They also set out details of our responsibilities to the data subjects. 

  
1.2.   All staff must have the terms of the Data Protection Act and GDPR fully explained 
to them. 

  
1.3.   There are a set of eight principles (listed below), which all staff should be aware of 
and which should be adhered to closely. 

  
1       Personal data shall be processed fairly and lawfully. 

  
2 Personal data shall be obtained only for one or more specified and 
lawful purposes and shall not be further processed in any manner 
incompatible with that purpose or those purposes. 

  

  
3       Personal data shall be adequate, relevant and not excessive in relation 
to the purpose or purposes for which they are processed. 

  
4       Personal data shall be accurate and where necessary kept up to date. 

  
5       Personal data processed for any purpose or purposes shall not be kept 
for longer than is necessary for that purpose or purposes. 

  
6       Personal data shall be processed in accordance with the rights of 
data subjects under this Act. Subjects have the right of Access to 
Information held about them 
. 
7       Appropriate technical and organisational measures shall be taken 
against unauthorised or unlawful processing of personal data and against 
accidental loss or destruction of, or damage to, personal data. 

  
8       Personal data shall not be transferred to a county or territory outside 
the European Economic Area, unless that country or territory ensures an 
adequate level of protection for the rights and freedoms of data subjects in 
relation to the processing of personal data. 

  
 Subject Access 
   
Data subject access requests should be dealt with in accordance with the Data Protection 
Act, GDPR and the Participation Consent Forms. 

  
 

  

  



 Appendix 2: Computer Misuse Act 1990 

  
2.   This sets out guidelines relating to the use and misuse of computers and gives 
employers a course of action against staff that use computers in a manner not considered 
appropriate to their terms of employment. 

  
2.1.   The act introduced three new criminal offences of: 

  

  
• Unauthorised access 
• Unauthorised access with intent to commit a further serious offence, and 
• Unauthorised modification of computer material. 

  
2.2.   This Act ties in with the Data Protection Act and GDPR in relation to the protection of 
data in general. 

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  
   
 



Appendix 3: Nvisage Security Procedures 

  
• Root access to server is only available to one person plus the Network Operations 

Team of the provider 
• Servers are based in a secure Equinix facility in Manchester 
• Enterprise hardware is used to ensure reliability 
• Cloud software is used to provide redundancy and continuation of business 

operations in case of hardware failure 
• The network operations team are on hand 24x7 and are responsible for 

o   Installation of server updates to: 
§  Web server & PHP 
§  Database 
§  All management software 

o   Proactive monitoring of 35+ services to ensure uptime and reliability 
o   Spam protection & email cluster 
o   DNS redundancy 
o   Proactive response 
o   Configserver software firewall temporarily and permanently 

blocking     repeat offending IP addresses 
o   WAF ruleset which addresses various OWASP3 potential vulnerabilities 
o   Custom BFD implementation 
o   Regular use of Maldetect for script malware scanning and manual 

follow up 
o   Use of cloudlinux ensures:- 

§  Each web site account does not have access to another account 
(cageFS) 

§  Each web site account can be controlled with various resource 
allocations ensuring that one site cannot bring the server down 

o   lsapi, that supports cagefs and runs processes as the user. 
• 20 days of historical backups for each account 
• Daily full server backups for disaster recovery 
• We Support clients with security scans and security customisations (e.g. PCI 

compliance) based on their requirements within reason 
• Letsencrypt SSL certificate setup and support 
• Wordpress patching service 

o   Check the wordpress installation for vulnerable code on a daily basis 
o   When vulnerabilities exist, patch the code promptly by installing 

updates 
o   before and after making any code changes, check the site functionality 

by 
§  Testing the site by visiting a few pages manually 
§  Test the site with screenshots 

• Not included by default but available: 
o   Assist with config / maintenance / support / outages of Sucuri or 

Cloudflare 
o   Set up and use File Integrity Monitoring software to track changes to 

files 
o   Apply set up and configure enhanced Wordpress plugins to harden 

Wordpress. 
o   Synthetic site monitoring, check on a schedule: 

§  That the site is loading 
§  that the site page size is consistent with expectations 
§  that there is a specific text phrase on the page 



§  that the SSL certificate is valid, not about to go of date 
  
Our approach to responding to this issue was to:- 
  

• First run a full manual audit to see the scope of the breach 
o   Review the files in the hosting space to see if there are any 
o   Review the access logs to identify where the breach likely came from 

and what the attacker used to get in in the first place 
• Advising client to change all passwords 
• Advising client to use a service like Sucuri which acts as a great first line of defence 

to prevent changes 
• Install file integrity monitoring:- 

o   Use AFICK to scan the site for changed files on a daily basis and notify 

the administrator 
o   Use git diff every 15 minutes to alert the administrator by email if files 

have changed 
o   Manually update the above configurations to deal with any file changes 

/ false alarms. 
o   When another hacking has been observed, forensically analyse the 

source of the attack and take preventative measures 
  

  
Clinton Porter 
Head of Digital Strategy 
Nvisage Ltd 
  

  
 


